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Handling and Exchanging
Electronic Evidence Across
Europe
Overviews the technical standard for the handling and exchanging of
electronic evidence in Europe
Explores different national legal frameworks in Europe, putting in evidence
lacunae and possible remedies
Provides a new standard for the exchanging of electronic evidence among
Courts in Europe
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This volume offers a general overview on the handling and regulating electronic evidence in
1st ed. 2018, VI, 420 p. 73
illus.

Europe, presenting a standard for the exchange process. Chapters explore the nature of
electronic evidence and readers will learn of the challenges involved in upholding the
necessary standards and maintaining the integrity of information. Challenges particularly occur
when European Union member states collaborate and evidence is exchanged, as may be the
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case when solving a cybercrime. One such challenge is that the variety of possible evidences is
so wide that potentially anything may become the evidence of a crime. Moreover, the
introduction and the extensive use of information and communications technology (ICT) has
generated new forms of crimes or new ways of perpetrating them, as well as a new type of
evidence. Contributing authors examine the legal framework in place in various EU member
states when dealing with electronic evidence, with prominence given to data protection and
privacy issues. Readers may learn about the state of the art tools and standards utilized for
treating and exchanging evidence, and existing platforms and environments run by different
Law Enforcement Agencies (LEAs) at local and central level. Readers will also discover the
operational point of view of LEAs when dealing with electronic evidence, and their requirements
and expectations for the future. Finally, readers may consider a proposal for realizing a unique
legal framework for governing in a uniform and aligned way the treatment and cross border
exchange of electronic evidence in Europe.
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