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Handbook of Big Data
Privacy
One of the first handbooks that provides interdisciplinary coverage of
security, privacy and forensics knowledge in the field of big data and IoT
security, privacy, and forensics
Presents an up-to-date view of existing and emerging security, privacy, and
forensics challenges, research opportunities and solutions
Introduces the technical information regarding cyber threats applicable to
big data platforms and offers technical solutions to address those threats for
the researcher and software developers to build automated systems that
address security, trust and privacy issues in big data platforms
This handbook provides comprehensive knowledge and includes an overview of the current
state-of-the-art of Big Data Privacy, with chapters written by international world leaders from
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academia and industry working in this field. The first part of this book offers a review of
security challenges in critical infrastructure and offers methods that utilize acritical intelligence
(AI) techniques to overcome those issues. It then focuses on big data security and privacy
issues in relation to developments in the Industry 4.0. Internet of Things (IoT) devices are
becoming a major source of security and privacy concern in big data platforms. Multiple
solutions that leverage machine learning for addressing security and privacy issues in IoT
environments are also discussed this handbook. The second part of this handbook is focused
on privacy and security issues in different layers of big data systems. It discusses about
methods for evaluating security and privacy of big data systems on network, application and
physical layers. This handbook elaborates on existing methods to use data analytic and AI
techniques at different layers of big data platforms to identify privacy and security attacks. The
final part of this handbook is focused on analyzing cyber threats applicable to the big data
environments. It offers an in-depth review of attacks applicable to big data platforms in smart
grids, smart farming, FinTech, and health sectors.
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