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Moving Target Defense: Creating Asymmetric Uncertainty for Cyber Threats was developed by a
group of leading researchers. It describes the fundamental challenges facing the research
community and identifies new promising solution paths. Moving Target Defense which is
motivated by the asymmetric costs borne by cyber defenders takes an advantage afforded to
attackers and reverses it to advantage defenders. Moving Target Defense is enabled by
technical trends in recent years, including virtualization and workload migration on commodity
systems, widespread and redundant network connectivity, instruction set and address space
layout randomization, just-in-time compilers, among other techniques. However, many
challenging research problems remain to be solved, such as the security of virtualization
infrastructures, secure and resilient techniques to move systems within a virtualized
environment, automatic diversification techniques, automated ways to dynamically change and
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manage the configurations of systems and networks, quantification of security improvement,
potential degradation and more. Moving Target Defense: Creating Asymmetric Uncertainty for
Cyber Threats is designed for advanced -level students and researchers focused on computer
science, and as a secondary text book or reference. Professionals working in this field will also
find this book valuable.

119,99 € | £109.99 | $149.99
[1]
128,39 € (D) | 131,99 € (A) | CHF
141,50
Softcover

84,99 € | £74.99 | $109.99
[1]
90,94 € (D) | 93,49 € (A) | CHF
100,50

eBook
71,68 € | £59.99 | $84.99
[2]
71,68 € (D) | 71,68 € (A) | CHF
80,00
Available from your library or
springer.com/shop

MyCopy

[3]

Printed eBook for just
€ | $ 24.99
springer.com/mycopy

Order online at springer.com / or for the Americas call (toll free) 1-800-SPRINGER /
or email us at: customerservice@springernature.com. / For outside the Americas call +49 (0) 6221-345-4301 /
or email us at: customerservice@springernature.com.
The first € price and the £ and $ price are net prices, subject to local VAT. Prices indicated with [1] include VAT for
books; the €(D) includes 7% for Germany, the €(A) includes 10% for Austria. Prices indicated with [2] include VAT for
electronic products; 19% for Germany, 20% for Austria. All prices exclusive of carriage charges. Prices and other
details are subject to change without notice. All errors and omissions excepted. [3] No discount for MyCopy.

Part of

