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Applied Information Security
A Hands-on Approach
Appropriate for undergraduate and graduate students of computer science
and also for self-study by IT professionals
The authors' supporting software environment is freely downloadable, and
most chapters end with exercises
The authors have successfully taught IT security to students and
professionals using the content of this book and the laboratory setting it
describes
This book explores fundamental principles for securing IT systems and illustrates them with
hands-on experiments that may be carried out by the reader using accompanying software.
The experiments highlight key information security problems that arise in modern operating
systems, networks, and web applications. The authors explain how to identify and exploit such

Springer
1st
edition

problems and they show different countermeasures and their implementation. The reader thus
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gains a detailed understanding of how vulnerabilities arise and practical experience tackling
them. After presenting the basics of security principles, virtual environments, and network
services, the authors explain the core security principles of authentication and access control,
logging and log analysis, web application security, certificates and public-key cryptography, and
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risk management. The book concludes with appendices on the design of related courses, report
templates, and the basics of Linux as needed for the assignments. The authors have
successfully taught IT security to students and professionals using the content of this book
and the laboratory setting it describes. The book can be used in undergraduate or graduate
laboratory courses, complementing more theoretically oriented courses, and it can also be used
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for self-study by IT professionals who want hands-on experience in applied information
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throughout with exercises.
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security. The authors' supporting software is freely available online and the text is supported

Order online at springer.com/booksellers

Springer Nature Customer Service Center GmbH
Customer Service
Tiergartenstrasse 15-17
69121 Heidelberg
Germany
T: +49 (0)6221 345-4301
row-booksellers@springernature.com

Softcover
ISBN 978-3-642-24475-9

Prices and other details are subject to change without notice. All errors and omissions excepted. Americas: Tax will
be added where applicable. Canadian residents please add PST, QST or GST. Please add $5.00 for shipping one
book and $ 1.00 for each additional book. Outside the US and Canada add $ 10.00 for first book, $5.00 for each
additional book. If an order cannot be fulfilled within 90 days, payment will be refunded upon request. Prices are
payable in US currency or its equivalent.
ISBN 978-3-642-24473-5 / BIC: UR / SPRINGER NATURE: SCI28060

Part of

