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CyberForensics
Understanding Information Security Investigations
Cutting-edge by innovative researchers In-depth anaylsis of timely issues in
the field Shows that there is a cohesive set of concepts that binds
cybersecurity investigators to a shared vision
Cyberforensics is a fairly new word in the technology our industry, but one that n- ertheless
has immediately recognizable meaning. Although the word forensics may have its origins in
formal debates using evidence, it is now most closely associated with investigation into
evidence of crime. As the word cyber has become synonymous with the use of electronic
technology, the word cyberforensics bears no mystery. It immediately conveys a serious and
concentrated endeavor to identify the evidence of crimes or other attacks committed in
cyberspace. Nevertheless, the full implications of the word are less well understood.
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Cyberforensic activities remain a mystery to most people, even those fully immersed in the
design and operation of cyber te- nology. This book sheds light on those activities in a way
that is comprehensible not only to technology professionals but also to the technology
hobbyist and those simply curious about the ?eld. When I started contributing to the ?eld of
cybersecurity, it was an obscure ?eld, rarely mentioned in the mainstream media. According to

Printed book
Hardcover

Printed book
Hardcover

the FBI, by 2009 organized crime syndicates were making more money via cybercrime than in
drug traf?- ing. In spite of the rise in cybercrime and the advance of sophisticated threat actors
online, the cyber security profession continues to lag behind in its ability to inves- gate
cybercrime and understand the root causes of cyber attacks. In the late 1990s I worked to
respond to sophisticated attacks as part of the U. S.

ISBN 978-1-60761-771-6

£ 179,99 | CHF 236,00 | 199,99 € |
219,99 € (A) | 213,99 € (D)
Available

Discount group
Standard (0)

Product category
Contributed volume

Order online at springer.com/booksellers

Springer Nature Customer Service Center GmbH
Customer Service
Tiergartenstrasse 15-17
69121 Heidelberg
Germany
T: +49 (0)6221 345-4301
row-booksellers@springernature.com

Series
Springer’s Forensic Laboratory Science
Series

Other renditions
Softcover
ISBN 978-1-61779-703-3

Prices and other details are subject to change without notice. All errors and omissions excepted. Americas: Tax will
be added where applicable. Canadian residents please add PST, QST or GST. Please add $5.00 for shipping one
book and $ 1.00 for each additional book. Outside the US and Canada add $ 10.00 for first book, $5.00 for each
additional book. If an order cannot be fulfilled within 90 days, payment will be refunded upon request. Prices are
payable in US currency or its equivalent.
ISBN 978-1-60761-771-6 / BIC: JKVF1 / SPRINGER NATURE: SCB23000

Part of

