Chapter 2

Risks of the Journey to the Singularity
Kaj Sotala and Roman Yampolskiy

2.1

Introduction1

Many have argued that in the next twenty to one hundred years we will create
artiﬁcial general intelligences [AGIs] (Baum et al. 2011; Sandberg and Bostrom
2011; Müller and Bostrom 2014).2 Unlike current “narrow” AI systems, AGIs
would perform at or above the human level not merely in particular domains (e.g.,
chess or arithmetic), but in a wide variety of domains, including novel ones.3 They
would have a robust understanding of natural language and be capable of general
problem solving.
The creation of AGI could pose challenges and risks of varied severity for
society, such as the possibility of AGIs outcompeting humans in the job market
(Brynjolfsson and McAfee 2011). This article, however, focuses on the suggestion

1
This chapter is based on three earlier publications (Sotala and Yampolskiy 2015; Sotala
and Yampolskiy 2013; Yampolskiy 2013).
2
Unlike the term “human-level AI,” the term “Artiﬁcial General Intelligence” does not necessarily
presume that the intelligence will be human-like.
3
For this paper, we use a binary distinction between narrow AI and AGI. This is merely for the
sake of simplicity we do not assume the actual difference between the two categories to necessarily
be so clean-cut.
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that AGIs may come to act in ways not intended by their creators, and in this way
pose a catastrophic (Bostrom and Ćirković 2008) or even an existential (Bostrom
2002) risk to humanity.4

2.2

Catastrophic AGI Risk

We begin with a brief sketch of the argument that AGI poses a catastrophic risk to
humanity. At least two separate lines of argument seem to support this conclusion.
This argument will be further elaborated on in the following sections.
First, AI has already made it possible to automate many jobs (Brynjolfsson and
McAfee 2011), and AGIs, when they are created, should be capable of performing
most jobs better than humans (Hanson 2008; Bostrom 2014). As humanity grows
increasingly reliant on AGIs, these AGIs will begin to wield more and more
influence and power. Even if AGIs initially function as subservient tools, an
increasing number of decisions will be made by autonomous AGIs rather than by
humans. Over time it would become ever more difﬁcult to replace the AGIs, even if
they no longer remained subservient.
Second, there may be a sudden discontinuity in which AGIs rapidly become far
more numerous or intelligent (Good 1965; Chalmers 2010; Bostrom 2014). This
could happen due to (1) a conceptual breakthrough which makes it easier to run
AGIs using far less hardware, (2) AGIs using fast computing hardware to develop
ever-faster hardware, or (3) AGIs crossing a threshold in intelligence that allows
them to carry out increasingly fast software self-improvement. Even if the AGIs
were expensive to develop at ﬁrst, they could be cheaply copied and could thus
spread quickly once created.
Once they become powerful enough, AGIs might be a threat to humanity even if
they are not actively malevolent or hostile. Mere indifference to human values—
including human survival—could be sufﬁcient for AGIs to pose an existential threat
(Yudkowsky 2008a, 2011; Omohundro 2007, 2008; Bostrom 2014).
We will now lay out the above reasoning in more detail.

2.2.1

Most Tasks Will Be Automated

Ever since the Industrial Revolution, society has become increasingly automated.
Brynjolfsson and McAfee (2011) argue that the current high unemployment rate in
the United States is partially due to rapid advances in information technology,
4

A catastrophic risk is something that might inflict serious damage to human well-being on a
global scale and cause ten million or more fatalities (Bostrom and Ćirković 2008). An existential
risk is one that threatens human extinction (Bostrom 2002). Many writers argue that AGI might be
a risk of such magnitude (Butler 1863; Wiener 1960; Good 1965; Vinge 1993; Joy 2000; Yudkowsky 2008a; Bostrom 2014).
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which has made it possible to replace human workers with computers faster than
human workers can be trained in jobs that computers cannot yet perform. Vending
machines are replacing shop attendants, automated discovery programs which
locate relevant legal documents are replacing lawyers and legal aides, and automated virtual assistants are replacing customer service representatives.
Labor is becoming automated for reasons of cost, efﬁciency, and quality. Once a
machine becomes capable of performing a task as well as (or almost as well as) a
human, the cost of purchasing and maintaining it may be less than the cost of
having a salaried human perform the same task. In many cases, machines are also
capable of doing the same job faster, for longer periods, and with fewer errors. In
addition to replacing workers entirely, machines may also take over aspects of jobs
that were once the sole domain of highly trained professionals, making the job
easier to perform by less-skilled employees (Whitby 1996).
If workers can be affordably replaced by developing more sophisticated AI, there
is a strong economic incentive to do so. This is already happening with narrow AI,
which often requires major modiﬁcations or even a complete redesign in order to be
adapted for new tasks. “A Roadmap for US Robotics” (Hollerbach et al. 2009) calls
for major investments into automation, citing the potential for considerable
improvements in the ﬁelds of manufacturing, logistics, health care, and services.
Similarly, the US Air Force Chief Scientist’s (Dahm 2010) “Technology Horizons”
report mentions “increased use of autonomy and autonomous systems” as a key
area of research to focus on in the next decade, and also notes that reducing the
need for manpower provides the greatest potential for cutting costs. In 2000, the US
Congress instructed the armed forces to have one third of their deep strike force
aircraft be unmanned by 2010, and one third of their ground combat vehicles be
unmanned by 2015 (Congress 2000).
To the extent that an AGI could learn to do many kinds of tasks—or even any
kind of task—without needing an extensive re-engineering effort, the AGI could
make the replacement of humans by machines much cheaper and more proﬁtable.
As more tasks become automated, the bottlenecks for further automation will
require adaptability and flexibility that narrow-AI systems are incapable of. These
will then make up an increasing portion of the economy, further strengthening the
incentive to develop AGI.
Increasingly sophisticated AI may eventually lead to AGI, possibly within the
next several decades (Baum et al. 2011; Müller and Bostrom 2014). Eventually it
will make economic sense to automate all or nearly all jobs (Hanson 2008; Hall
2008). As AGIs will possess many advantages over humans (Sotala 2012;
Muehlhauser and Salamon 2012a, b; Bostrom 2014), a greater and greater proportion of the workforce will consist of intelligent machines.
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AGIs Might Harm Humans

AGIs might bestow overwhelming military, economic, or political power on the
groups that control them (Bostrom 2002, 2014). For example, automation could
lead to an ever-increasing transfer of wealth and power to the owners of the AGIs
(Brynjolfsson and McAfee 2011). AGIs could also be used to develop advanced
weapons and plans for military operations or political takeovers (Bostrom 2002).
Some of these scenarios could lead to catastrophic risks, depending on the capabilities of the AGIs and other factors.
Our focus is on the risk from the possibility that AGIs could behave in unexpected and harmful ways, even if the intentions of their owners were benign. Even
modern-day narrow-AI systems are becoming autonomous and powerful enough
that they sometimes take unanticipated and harmful actions before a human
supervisor has a chance to react. To take one example, rapid automated trading was
found to have contributed to the 2010 stock market “Flash Crash” (CFTC and SEC
2010).5 Autonomous systems may also cause people difﬁculties in more mundane
situations, such as when a credit card is automatically flagged as possibly stolen due
to an unusual usage pattern (Allen et al. 2006), or when automatic defense systems
malfunction and cause deaths (Shachtman 2007).
As machines become more autonomous, humans will have fewer opportunities
to intervene in time and will be forced to rely on machines making good choices.
This has prompted the creation of the ﬁeld of “machine ethics” (Wallach and Allen
2009; Allen et al. 2006; Anderson and Anderson 2011), concerned with creating AI
systems designed to make appropriate moral choices. Compared to narrow-AI
systems, AGIs will be even more autonomous and capable, and will thus require
even more robust solutions for governing their behavior.6
If some AGIs were both powerful and indifferent to human values, the consequences could be disastrous. At one extreme, powerful AGIs indifferent to human
survival could bring about human extinction. As Yudkowsky (2008a) writes, “The
AI does not hate you, nor does it love you, but you are made out of atoms which it
can use for something else.”

5

On the less serious front, see http://www.michaeleisen.org/blog/?p=358 for an amusing example
of automated trading going awry.
6
In practice, there have been two separate communities doing research on automated moral
decision-making (Muehlhauser and Helm 2012a, b; Allen and Wallach 2012; Shulman et al.
2009). The “AI risk” community has concentrated speciﬁcally on advanced AGIs (e.g. Yudkowsky 2008a; Bostrom 2014), while the “machine ethics” community typically has concentrated
on more immediate applications for current-day AI (e.g. Wallach et al. 2008; Anderson and
Anderson 2011). In this chapter, we have cited the machine ethics literature only where it seemed
relevant, leaving out papers that seemed to be too focused on narrow-AI systems for our purposes.
In particular, we have left out most discussions of military machine ethics (Arkin 2009), which
focus primarily on the constrained special case of creating systems that are safe for battleﬁeld
usage.
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Omohundro (2007, 2008) and Bostrom (2012) argue that standard microeconomic theory prescribes particular instrumental behaviors which are useful for the
achievement of almost any set of goals. Furthermore, any agents which do not
follow certain axioms of rational behavior will possess vulnerabilities which some
other agent may exploit to their own beneﬁt. Thus AGIs which understand these
principles and wish to act efﬁciently will modify themselves so that their behavior
more closely resembles rational economic behavior (Omohundro 2012). Extra
resources are useful in the pursuit of nearly any set of goals, and self-preservation
behaviors will increase the probability that the agent can continue to further its
goals. AGI systems which follow rational economic theory will then exhibit tendencies toward behaviors such as self-replicating, breaking into other machines, and
acquiring resources without regard for anyone else’s safety. They will also attempt
to improve themselves in order to more effectively achieve these and other goals,
which could lead to rapid improvement even if the designers did not intend the
agent to self-improve.
Even AGIs that were explicitly designed to behave ethically might end up acting
at cross-purposes to humanity, because it is difﬁcult to precisely capture the
complexity of human values in machine goal systems (Yudkowsky 2011; Muehlhauser and Helm 2012a, b; Bostrom 2014).
Muehlhauser and Helm (2012a, b) caution that moral philosophy has found no
satisfactory formalization of human values. All moral theories proposed so far
would lead to undesirable consequences if implemented by superintelligent
machines. For example, a machine programmed to maximize the satisfaction of
human (or sentient) preferences might simply modify people’s brains to give them
desires that are maximally easy to satisfy.
Intuitively, one might say that current moral theories are all too simple—even if
they seem correct at ﬁrst glance, they do not actually take into account all the things
that we value, and this leads to a catastrophic outcome. This could be referred to as
the complexity of value thesis. Recent psychological and neuroscientiﬁc experiments conﬁrm that human values are highly complex (Muehlhauser and Helm
2012a, b), that the pursuit of pleasure is not the only human value, and that humans
are often unaware of their own values.
Still, perhaps powerful AGIs would have desirable consequences so long as they
were programmed to respect most human values. If so, then our inability to perfectly specify human values in AGI designs need not pose a catastrophic risk.
Different cultures and generations have historically had very different values from
each other, and it seems likely that over time our values would become considerably different from current-day ones. It could be enough to maintain some small set
of core values, though what exactly would constitute a core value is unclear. For
example, different people may disagree over whether freedom or well-being is a
more important value.
Yudkowsky (2011) argues that, due to the fragility of value, the basic problem
remains. He argues that, even if an AGI implemented most human values, the
outcome might still be unacceptable. For example, an AGI which failed to incorporate the value of novelty could create a solar system ﬁlled with countless minds
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experiencing one highly optimal and satisfying experience over and over again,
never doing or feeling anything else (Yudkowsky 2009).7
In this paper, we will frequently refer to the problem of “AGI safety” or “safe
AGI,” by which we mean the problem of ensuring that AGIs respect human values,
or perhaps some extrapolation or idealization of human values. We do not seek to
imply that current human values would be the best possible ones, that AGIs could
not help us in developing our values further, or that the values of other sentient
beings would be irrelevant. Rather, by “human values” we refer to the kinds of
basic values that nearly all humans would agree upon, such as that AGIs forcibly
reprogramming people’s brains, or destroying humanity, would be a bad outcome.
In cases where proposals related to AGI risk might change human values in some
major but not as obviously catastrophic way, we will mention the possibility of
these changes but remain agnostic on whether they are desirable or undesirable.
We conclude this section with one frequently forgotten point in order to avoid
catastrophic risks or worse, it is not enough to ensure that only some AGIs are safe.
Proposals which seek to solve the issue of catastrophic AGI risk need to also
provide some mechanism for ensuring that most (or perhaps even “nearly all”)
AGIs are either created safe or prevented from doing considerable harm.

2.2.3

AGIs May Become Powerful Quickly

There are several reasons why AGIs may quickly come to wield unprecedented
power in society. “Wielding power” may mean having direct decision-making
power, or it may mean carrying out human decisions in a way that makes the
decision maker reliant on the AGI. For example, in a corporate context an AGI could
be acting as the executive of the company, or it could be carrying out countless
low-level tasks which the corporation needs to perform as part of its daily operations.
Bugaj and Goertzel (2007) consider three kinds of AGI scenarios: capped
intelligence, soft takeoff, and hard takeoff. In a capped intelligence scenario, all
AGIs are prevented from exceeding a predetermined level of intelligence and
remain at a level roughly comparable with humans. In a soft takeoff scenario, AGIs
become far more powerful than humans, but on a timescale which permits ongoing
human interaction during the ascent. Time is not of the essence, and learning

7

Miller (2012) similarly notes that, despite a common belief to the contrary, it is impossible to
write laws in a manner that would match our stated moral principles without a judge needing to use
a large amount of implicit common-sense knowledge to correctly interpret them. “Laws shouldn’t
always be interpreted literally because legislators can’t anticipate all possible contingencies. Also,
humans’ intuitive feel for what constitutes murder goes beyond anything we can commit to paper.
The same applies to friendliness.” (Miller 2012).
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proceeds at a relatively human-like pace. In a hard takeoff scenario, an AGI will
undergo an extraordinarily fast increase in power, taking effective control of the
world within a few years or less.8 In this scenario, there is little time for error
correction or a gradual tuning of the AGI’s goals.
The viability of many proposed approaches depends on the hardness of a takeoff.
The more time there is to react and adapt to developing AGIs, the easier it is to
control them. A soft takeoff might allow for an approach of incremental machine
ethics (Powers 2011), which would not require us to have a complete philosophical
theory of ethics and values, but would rather allow us to solve problems in a
gradual manner. A soft takeoff might however present its own problems, such as
there being a larger number of AGIs distributed throughout the economy, making it
harder to contain an eventual takeoff.
Hard takeoff scenarios can be roughly divided into those involving the quantity
of hardware (the hardware overhang scenario), the quality of hardware (the speed
explosion scenario), and the quality of software (the intelligence explosion scenario). Although we discuss them separately, it seems plausible that several of them
could happen simultaneously and feed into each other.9

2.2.3.1

Hardware Overhang

Hardware progress may outpace AGI software progress. Contemporary supercomputers already rival or even exceed some estimates of the computational
capacity of the human brain, while no software seems to have both the brain’s
general learning capacity and its scalability.10
If such trends continue, then by the time the software for AGI is invented there
may be a computing overhang—an abundance of cheap hardware available for
8

Bugaj and Goertzel deﬁned hard takeoff to refer to a period of months or less. We have chosen a
somewhat longer time period, as even a few years might easily turn out to be too little time for
society to properly react.
9
Bostrom (2014, chap. 3) discusses three kinds of superintelligence. A speed superintelligence
“can do all that a human intellect can do, but much faster”. A collective superintelligence is “a
system composed of large number of smaller intellects such that the system's overall performance
across many very general domains vastly outstrips that of any current cognitive system”. A quality
superintelligence “is at least as fast as a human mind and vastly qualitatively smarter”. These can
be seen as roughly corresponding to the different kinds of hard takeoff scenarios. A speed
explosion implies a speed superintelligence, an intelligence explosion a quality superintelligence,
and a hardware overhang may lead to any combination of speed, collective, and quality
superintelligence.
10
Bostrom (1998) estimates that the effective computing capacity of the human brain might be
somewhere around 1017 operations per second (OPS), and Moravec (1998) estimates it at 1014
OPS. As of June 2016, the fastest supercomputer in the world had achieved a top capacity of 1016
floating-point operations per second (FLOPS) and the ﬁve-hundredth fastest a top capacity of 1014
FLOPS (Top500 2016). Note however that OPS and FLOPS are not directly comparable and there
is no reliable way of interconverting the two. Sandberg and Bostrom (2008) estimate that OPS and
FLOPS grow at a roughly comparable rate.
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running thousands or millions of AGIs, possibly with a speed of thought much
faster than that of humans (Yudkowsky 2008b; Shulman and Sandberg 2010, Sotala
2012).
As increasingly sophisticated AGI software becomes available, it would be
possible to rapidly copy improvements to millions of servers, each new version
being capable of doing more kinds of work or being run with less hardware. Thus,
the AGI software could replace an increasingly large fraction of the workforce.11
The need for AGI systems to be trained for some jobs would slow the rate of
adoption, but powerful computers could allow for fast training. If AGIs end up doing
the vast majority of work in society, humans could become dependent on them.
AGIs could also plausibly take control of Internet-connected machines in order
to harness their computing power (Sotala 2012); Internet-connected machines are
regularly compromised.12

2.2.3.2

Speed Explosion

Another possibility is a speed explosion (Solomonoff 1985; Yudkowsky 1996;
Chalmers 2010), in which intelligent machines design increasingly faster machines.
A hardware overhang might contribute to a speed explosion, but is not required for
it. An AGI running at the pace of a human could develop a second generation of
hardware on which it could run at a rate faster than human thought. It would then
require a shorter time to develop a third generation of hardware, allowing it to run
faster than on the previous generation, and so on. At some point, the process would
hit physical limits and stop, but by that time AGIs might come to accomplish most
tasks at far faster rates than humans, thereby achieving dominance. (In principle, the
same process could also be achieved via improved software.)

11

The speed that would allow AGIs to take over most jobs would depend on the cost of the
hardware and the granularity of the software upgrades. A series of upgrades over an extended
period, each producing a 1% improvement, would lead to a more gradual transition than a single
upgrade that brought the software from the capability level of a chimpanzee to a rough human
equivalence. Note also that several companies, including Amazon and Google, offer vast amounts
of computing power for rent on an hourly basis. An AGI that acquired money and then invested all
of it in renting a large amount of computing resources for a brief period could temporarily achieve
a much larger boost than its budget would otherwise suggest.
12
Botnets are networks of computers that have been compromised by outside attackers and are
used for illegitimate purposes. Rajab et al. (2007) review several studies which estimate the sizes
of the largest botnets as being between a few thousand to 350,000 bots. Modern-day malware
could theoretically infect any susceptible Internet-connected machine within tens of seconds of its
initial release (Staniford et al. 2002). The Slammer worm successfully infected more than 90% of
vulnerable hosts within ten minutes, and had infected at least 75,000 machines by the thirty-minute
mark (Moore et al. 2003). The previous record holder in speed, the Code Red worm, took fourteen
hours to infect more than 359,000 machines (Moore et al. 2002).
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The extent to which the AGI needs humans in order to produce better hardware
will limit the pace of the speed explosion, so a rapid speed explosion requires the
ability to automate a large proportion of the hardware manufacturing process.
However, this kind of automation may already be achieved by the time that AGI is
developed.13

2.2.3.3

Intelligence Explosion

Third, there could be an intelligence explosion, in which one AGI ﬁgures out how
to create a qualitatively smarter AGI, and that AGI uses its increased intelligence to
create still more intelligent AGIs, and so on,14 such that the intelligence of
humankind is quickly left far behind and the machines achieve dominance (Good
1965; Chalmers 2010; Muehlhauser and Salamon 2012a, b; Loosemore and
Goertzel 2012; Bostrom 2014).
Yudkowsky (2008a, b) argues that an intelligence explosion is likely. So far,
natural selection has been improving human intelligence, and human intelligence
has to some extent been able to improve itself. However, the core process by which
natural selection improves humanity has been essentially unchanged, and humans
have been unable to deeply affect the cognitive algorithms which produce their own
intelligence. Yudkowsky suggests that if a mind became capable of directly editing
itself, this could spark a rapid increase in intelligence, as the actual process causing
increases in intelligence could itself be improved upon. (This requires that there
exist powerful improvements which, when implemented, considerably increase the
rate at which such minds can improve themselves.)
Hall (2008) argues that, based on standard economic considerations, it would not
make sense for an AGI to focus its resources on solitary self-improvement. Rather,
in order not to be left behind by society at large, it should focus its resources on
doing the things that it is good at and trade for the things it is not good at. However,
once there exists a community of AGIs that can trade with one another, this
community could collectively undergo rapid improvement and leave humans
behind.
13

Loosemore and Goertzel (2012) also suggest that current companies carrying out research and
development are more constrained by a lack of capable researchers than by the ability to carry out
physical experiments.
14
Most accounts of this scenario do not give exact deﬁnitions for “intelligence” or explain what a
“superintelligent” AGI would be like, instead using informal characterizations such as “a machine
that can surpass the intellectual activities of any man however clever” (Good 1965) or “an intellect
that is much smarter than the best human brains in practically every ﬁeld, including scientiﬁc
creativity, general wisdom and social skills” (Bostrom 1998). Yudkowsky (2008a) deﬁnes intelligence in relation to “optimization power,” the ability to reliably hit small targets in large search
spaces, such as by ﬁnding the a priori exceedingly unlikely organization of atoms which makes up
a car. A more mathematical deﬁnition of machine intelligence is offered by Legg and Hutter
(2007). Sotala (2012) discusses some of the functional routes to actually achieving
superintelligence.
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A number of formal growth models have been developed which are relevant to
predicting the speed of a takeoff; an overview of these can be found in Sandberg
(2010). Many of them suggest rapid growth. For instance, Hanson (1998) suggests
that AGI might lead to the economy doubling in months rather than years. However, Hanson is skeptical about whether this would prove a major risk to humanity,
and considers it mainly an economic transition similar to the Industrial Revolution.
To some extent, the soft/hard takeoff distinction may be a false dichotomy.
A takeoff may be soft for a while, and then become hard. Two of the main factors
influencing the speed of a takeoff are the pace at which computing hardware is
developed and the ease of modifying minds (Sotala 2012). This allows for scenarios
in which AGI is developed and there seems to be a soft takeoff for, say, the initial
ten years, causing a false sense of security until a breakthrough in hardware
development causes a hard takeoff.
Another factor that might cause a false sense of security is the possibility that
AGIs can be developed by a combination of insights from humans and AGIs
themselves. As AGIs become more intelligent and it becomes possible to automate
portions of the development effort, those parts accelerate and the parts requiring
human effort become bottlenecks. Reducing the amount of human insight required
could dramatically accelerate the speed of improvement. Halving the amount of
human involvement required might at most double the speed of development,
possibly giving an impression of relative safety, but going from 50% human insight
required to 1% human insight required could cause the development to become
ninety-nine times faster.15
From a safety viewpoint, the conservative assumption is to presume the worst
(Yudkowsky 2001). Yudkowsky argues that the worst outcome would be a hard
takeoff, as it would give us the least time to prepare and correct errors. On the other
hand, it can also be argued that a soft takeoff would be just as bad, as it would allow
the creation of multiple competing AGIs, allowing the AGIs that were the least
burdened with goals such as “respect human values” to prevail. We would ideally
like a solution, or a combination of solutions, which would work effectively for
both a soft and a hard takeoff.
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