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Abstract. Existing cyber security training programs for Critical
Infrastructures (CI) place much emphasis on technical aspects, often
related to a speciﬁc sector/expertise, overlooking the importance of communication (i.e. the ability of a stakeholder to gather and provide relevant information). We hypothesise that the achievement of a secure and
resilient society requires a shared protocol among CI stakeholders, that
would facilitate communication and cooperation. In order to validate our
hypothesis and explore eﬀective communication structures while facing
a cyber incident and during recovery, we developed a discussion-based
exercise using an Industrial Control System (ICS) incident scenario, and
implemented it in pilot workshops where a total of 91 experts participated. Results suggest there are three possible incident communication
structures centered around the IT department, the production department, and management, respectively. In future, these structures can be
used as the framework to build an ICS-Security Incident Response Team
(ICS-SIRT), which would strengthen cooperation among CI stakeholders.
Keywords: CIP exercise · Cyber incident management · ICS security
Communication management · Business continuity management
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1.1

Introduction
Background

Cyber security training is a common measure to enhance the security capability of an organization. Numerous security awareness training programs are
available for every type of expertise. Most of these training programs aim at
educating basic knowledge about cyber protection and teaching how vulnerable
a participant or an organization can be to cyber threats. Awareness training is
important as a foundation of organizations’ security capability, but it may not be
enough. This is because they often focus only on the prevention of an incident,
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and leave out cyber incident response. Therefore, the need for cyber security
training beyond awareness is growing in the industry, and several key centres
are providing training for cyber incident response. Training programs, such as
the well-known beyond awareness adversarial Red team - Blue team Exercise,
include classroom lectures and exercises to maximize the learning of technical
skills with respect to cyber crisis management.
However, awareness and beyond awareness training programs focus on technical aspects and overlook the importance of soft skills in the management of a
cyber incident. Indeed, in their annual cyber security awareness report, the SANS
Institute claims that security personnel lacks soft skills [1], and that communication skills are among the most critical ones. In this context, communication
skills are regarded as the ability to describe a critical situation eﬀectively, to
collect information relevant to an incident from other stakeholders, and to ﬁt
in an adaptive communication structure within the dynamics of a cyber attack.
Based on on-site observation of the Red-Blue teams exercise, we found that many
skillful engineers struggled to negotiate with others in an unorganized communication structure, or paid no attention to cooperation. This corroborates the
hypothesis that lack of communication skills is a major issue in cyber incident
management, and that the achievement of a secure and resilient society requires
a shared protocol among CI stakeholders.
This paper especially focuses on cyber security training programs meant for
those CI sectors that make use of ICS. However, given the generality of the
proposed exercise, we believe the whole CI protection (CIP) community may
beneﬁt from it.
The next paragraph reviews the merits and demerits of the Red-Blue teams
exercise. In the following section, a discussion-based exercise that aims at both
enhancing communication skills and promoting cooperation among CI stakeholders is proposed, and its implementation is described in detail. The last section
reviews the results of the implemented pilot exercises, and discuss their impact
on the CIP community.
1.2

Case Study: Red Team - Blue Team Exercise

One of the leading cyber security incident response training in the ﬁeld of ICS
security is the ICS-CERT’s 5 days training which includes a Red-team/Blue-team
exercise. In this exercise, participants play the role of either the attacking (Red)
or the defending (Blue) teams [2]. Similar adversarial exercises are provided
by other key centres in the world, such as Queensland Institute of Technology
in Australia [3,4], and European Network for Cyber Security (ENCS) in the
Netherlands. The entire exercise is set up in a secure environment [5] for participants to experience how an organization can be compromised by a cyber attack.
It should be noted that the exercise focuses on the impact of a cyber attack
on a single organization, rather than on the whole CI stakeholder community.
However, we believe that it represents one of the most recognized exercises in
the ﬁeld of ICS security. Therefore, we devote this subsection to the description
of its characteristics.
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Branlat et al. [6,7] studied the exercise operated by ICS-CERT, and pointed
out that the realistic timeline of the exercise allows participants to simulate
the complexity of incident handling. Encouraged by their work, we have been
studying the dynamic adaptation of organizations’ decision-making structures,
by monitoring the training of ENCS [8,9]. Our on-site observation conﬁrmed
that the environment of the exercise provides valuable lessons regarding cyber
incident management. Indeed, the reproducibility and the realistic timeline of
the exercise allow participants to have an authentic experience. Moreover, it is a
rare opportunity to establish technical skill-sets required in cyber defense, and
to see how certain skills can impact the target system within the dynamics of a
cyber attack. Arguably, one of the most noticeable strengths of the exercise is
the heterogeneous background and expertise of the participants and facilitators.
In fact, team-working among these professionals provides a new perspective to
their mental model and enhances the impact of the training.
However, considering the technicality and the intensive nature of the
exercise—even though it portrays the realistic speed of a cyber attack—, participants focus on their immediate task leaving little time for communication with
each other, let alone for sharing ideas towards better incident management. As
a result, the exercise does not explicitly provide a structured framework to learn
about the importance of communication and cooperation among the diﬀerent
departments of an organization or across organization boundaries. Participants
are not guided in understanding how an eﬀective communication of their technical knowledge could inﬂuence the decision-making. Moreover, they are not
taught to see the bigger picture, making it diﬃcult for them to comprehend
how dynamically the organization’s communication structure should adapt to
the timeline of a cyber attack.

2

Communication Management Exercise for ICS Security
(CME-ICS)

Based on the realisation that soft skills are as important as hard skills in cyber
incident management, we developed a discussion based ICS security exercise for
improving communication management and creating a shared protocol in the
community of CI stakeholders.
2.1

Peculiarity of Existing Japanese CIP Training

In Japan, there have been discussions about whether the Red-Blue teams exercise is necessary, and so far this format has not been adopted for domestic CI
stakeholders. Conversely, there are several ICS security training programs that
consist of class-room lectures and drills, which do not include active discussion
among participants.
More importantly, participation to these training programs is restricted to
certain expertise proﬁles or CI sectors (e.g. banking, chemical). However, largescale cyber incident can cause an impact beyond boundaries of CI sectors in a
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highly inter-connected society. In case of such an event, the cooperation of CI
sectors and other stakeholders (e.g. government agencies) is essential [10]. Nevertheless, the current training system is isolated by sectors, and does not include
stakeholders outside the organization. The results of such limited diversiﬁcation
of expertise are that the participants’ perspective on cyber security issues is
narrowed down, and that knowledge transfer across sectors is not facilitated.
2.2

Discussion-Based Exercise

Considering the sectorized nature of the existing Japanese CIP training programs, our aim is to develop an exercise that is open for any CI stakeholder, and
that enables knowledge transfer among participants. This motivated the adoption of a discussion-based table-top exercise style, since it stimulates the discussion among participants with a large variety of backgrounds, allowing them to
compare their views on an issue [11]. In addition, it is often used to develop new
plans and procedures, focusing on strategic issues [12]. For all these reasons, it
provides new perspectives to each participant’s conceptual knowledge structure,
and helps to build a shared mental model among them.
2.3

Theme of the Exercise: Communication Management

As previously mentioned, the lack of communication skills is a major issue in
cyber incident management. Therefore, the exercise has the major objective of
highlighting the importance of communication and cooperation among CI stakeholders. Speciﬁcally, the scenario represents a cyber incident within a simpliﬁed
organization structure, where participants discuss and strategize countermeasures with a bird’s-eye-view, that is without playing a speciﬁc role. This helps
them understand the importance of eﬀective communication among stakeholders, rather than focus excessively on technical aspects.
2.4

Scenario

The scenario of the exercise is based on our CI testbed (Fig. 1), that was originally built for the purpose of gaining public security awareness, as well as testing
and developing security solutions for ICS [13]. The testbed consists of two plant
systems, a controlling network for each plant, and a corporate network connecting the two control networks. Each plant is a closed hot water circulation system
consisting of two tanks: water in the lower tank is heated by a heater, then circulated to the upper tank by a pump. With respect to the exercise, the testbed
models a community heating/cooling facility of a ﬁctitious company that provides services to two diﬀerent areas [14]. Safety violations, such as spilling water
or heating an empty tank, could not only damage the equipment and harm the
personnel, but may cause the discontinuation of the plant.
The phases of the scenario follow the time line of incident handling proposed
by Sheﬃ et al. [15]. They suggested that any signiﬁcant disruption has a typical
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Fig. 1. The plant side (left) and the operator side (right) of the testbed. Testbed
visitors can operate the system during the demonstration.

proﬁle in terms of its eﬀect on company performance. Moreover, the nature of the
disruption and the dynamics of the company’s response can be characterized by
eight phases (Fig. 2). From the originally proposed, three phases were adopted in
the exercise: ﬁrst response to an disruptive event, preparation for recovery, and
recovery. In the following paragraphs, the phases are described in detail, under
the convention that italicized text represents the actual scenario descriptions
provided to the participants.
Disruptive Event/First Response. The exercise starts when an anomaly in
network traﬃc is detected by the monitoring room and control room operators in
Plant No. 2 notice unexpected value declaration in a level sensor.
The goal of this phase is to determine that the incident is caused by a cyber
attack, and that is not the result of either equipment or sensor failure. The
participants discuss how to implement a cyber incident response for a transition

Fig. 2. Stages of disruption proposed by Sheﬃ [15], recreated by the authors.

18

T. Aoyama et al.

to safe manual operation of the plant, and how IT and other departments can
support the plant system to achieve safety.
Preparation for Recovery. The preconditions of this phase are that proofs
of a cyber attack are conﬁrmed (i.e. no equipment/sensor malfunction detected,
the conﬁguration ﬁle of an OPC server in Plant No. 2 has been changed in
an unauthorized manner ) and that Plant No. 2 is operated manually. The key
decision-making in this phase is whether operation in Plant No. 2 should be shut
down. Moreover, in case the plant is kept in manual operation, what measure
should be taken to ensure safety. The participants discuss what kind of information is required to make a decision, if such information is available, and who has
the authority to make a decision in this circumstance. They will conceive how to
conduct business continuity management, in order to mitigate the further impact
on business performance by the disruption. For example, what action should be
taken at Plant No. 1 which is connected to Plant No. 2 through the corporate
network, and what roles do the sales and public relations (PR) departments play.
Recovery. This phase assumes that the following conditions are met: Plant No.
2 has been shut down and Plant No. 1 is operating without network connection
(limited productivity). The task in this phase is to plan the eﬃcient and safe plant
reactivation based on the start up procedure manual. Additionally, participants
review the past phases and discuss the measures to prevent a recurring failure.
As for the third and ﬁnal phase of the exercise, the goal is to reexamine
the balance of technical, management, and external cooperation capability to
achieve high resiliency in the organization.
2.5

Exercise Steps

The exercise is composed of ﬁve steps: brieﬁng, scene description, group work,
discussion and debrieﬁng. As mentioned in the previous section, the scenario
is divided into three scenes (i.e. disruptive event/ﬁrst response, preparation for
recovery, and recovery). Therefore, scene description, group work and discussion
are repeated as one cycle for each scene.
Brieﬁng. At the beginning of the exercise, participants are divided into groups
consisting of four to six members with diﬀerent backgrounds. A facilitator introduces the group task and the general scenario. If needed, some ice breaker activities may be carried out to motivate all participants to become actively involved
in the group work. Most importantly, the purpose of the exercise is shared with
participants, so that they can all understand the signiﬁcance of the activity.
Scene Description. As for the opening of each scene, the status of the plant
and IT network system are revealed along with the (ﬁctitious) organization’s
understanding of the situation. The scene is reenacted in a short video, which is
used as visual aid.
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Group Work. The group task is to create a work ﬂow of actions that would
solve the given situation. Each group is provided with a printed A0-sized worksheet, colored sticky-notes, and markers. On the worksheet, the columns of actors
(e.g. IT dept., manufacturing dept., maintenance dept.) and the initial scenario
injections are printed (Fig. 3). The list of actor names provided in the worksheet
is not comprehensive, therefore participants are recommended to add/remove
actor columns. At the beginning of each cycle, new worksheets including the scenario injections matching the current scene are distributed. The types of activity
such as actor-system interaction (action) and actor-actor interaction (command)
are color coded. In order to add an activity to the worksheet, a sticky-note of the
matching color is used. In this way, the worksheet visualizes the ﬂow of actors’
actions and the organization’s communication structure.

Fig. 3. The example of the worksheet (left) and pictures from the exercise (right)
where participants engage in group work (top right) and present their group work at
discussion time (bottom right). Participants’ faces are blurred out for their privacy.

Discussion. The former process helps participants to create shared mental
models within their group. On the other hand, discussion and debrieﬁng are
activities that create a shared mental model among all participants. Discussion
is the ﬁnal step of one cycle. Each group gives a short presentation of their work
ﬂow while displaying the worksheet to everyone. The members of other groups
may raise some questions. In this way, participants compare their worksheets to
discover similarities and diﬀerences among their subjective perspectives regarding the many degrees-of-freedom of the scenario (e.g. likelihood of an event,
consequence of an action).
Debrieﬁng. To conclude, the goals of the exercise are revisited, and participants
share results and lessons learned. This activity helps the organizers to evaluate
if the exercise method was appropriate, and more importantly, if the intended
learning outcomes are achieved.
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Administration Staﬀ

The size and complexity of the exercise required a large number of personnel
for assisting the exercise facilitation. For a smooth administration, the role were
divided as follows: facilitator, adviser, and replier.
Facilitator. The facilitator guides participants through the exercise. He/she
explains the exercise at brieﬁng, and describes the scene at each cycle. During
the group work, the facilitator pays attention to each group’s progress, while
keeping track of time. He/she also supervises the discussion and debrieﬁng. In
debrieﬁng, he/she helps participants to summarize results and lessons learned.
Adviser. During group work, the adviser walks among tables and gives suggestions to each group based on his/her expertise. He/she also asks questions that
trigger more actions and discussion. Therefore, the role requires knowledge and
experience in the ﬁeld. During discussion, the adviser provides positive feedback
and comments for each group. We invited IT security specialists, ICS security
researchers, and experts from ICS security agencies as advisers. These experts
also helped during the process of scenario development.
Replier. The role of the replier is to reply the emails from each group as a
(ﬁctitious) “company employee” and to supplement the scenario. Participants
cannot touch the system by themselves, given the nature of the table-top exercise. Therefore, some of the participants’ emails are requests for additional information, while others are requests for taking action.
2.7

Pilot Exercises

Pilot exercises were conducted at the campus of Nagoya Institute of Technology
as a part of two days ICS security workshop in August 2015 and March 2016.

Fig. 4. Participant’s proﬁle distribution.
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The number of participants was 45 and 46 respectively, and their expertise was
heterogeneous. The distribution of participants’ proﬁles at each workshop is
shown in Fig. 4, where participants are classiﬁed by their organization types
and occupational category. The sectors of CI owners included chemical, energy,
gas, and telecommunication. In both exercises, participants were divided into
six groups—totalling twelve groups—in order to facilitate the discussion. Since
the exercise aims at stimulating the discussion and expand the participants’
perspective, groups were carefully composed in order to maximise intra-group
heterogeneity of expertise, background and position.

3
3.1

Results and Discussion
Variation of Incident Management Structure

The groups’ worksheets were analyzed at discussion and debrieﬁng time, by
comparing the structure of their actions and commands. As a result, the following three types of incident management structures were found: IT department
centered, production department centered, and management centered.
IT Department Centered. The IT department plays the leading role during
the incident management. Speciﬁcally, it investigates the incident, and gives
directions to the production department. Additionally, it provides updates about
the situation to the management and to other departments who may be aﬀected
by the incident (e.g. sales, PR). In a real life situation, this structure may be
applicable to an organization with a strong IT capability. Moreover, for the
IT department to successfully lead the cyber incident response, it should have
knowledge of the plant systems and a full understanding of the incident’s impact
on the business.
Production Department Centered. The production department leads the
response, cooperates with the IT and other departments in charge of maintaining the production (e.g. the maintenance department), and gathers information
related to the investigation and to the situation of the damage. This structure
may be suitable for a large plant system where the production department has
a strong leadership and authority. However, if the production department is
unprepared to handle a cyber incident, the investigation may take longer than
necessary, and potentially cause a bigger impact. Therefore, a thorough cyber
security training of the production department personnel is necessary for this
structure.
Management Centered. The management department leads the operation,
by keeping an exclusive communication with the IT and the production departments, which don’t directly exchange information with each other. One group
even suggested to set up a crisis management headquarter, where all department
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and management heads would cooperate. This structure is similar to the incident
command system adopted for natural disasters [16], where plans and objectives
are decided at the top of the hierarchy, while activities at the lower levels are
a consequence of those decisions. In reality, this structure may be applicable to
an organization with a highly centralized management system, or to a situation
that requires the involvement of top management (e.g. large scale disaster, the
critical service is not substitutable).
3.2

Results of the Survey

A survey was conducted after each pilot exercise. The results show that 94.7%
(in August) and 90.9% (in March) of the participants were satisﬁed with the
exercise, and that 83.0% (in August) and 90.6% (in March) would recommend
the exercise to other CI stakeholders. In fact, some of the August workshop
participants participated in the March workshop as well, and some extended the
invitation to their colleagues.
3.3

Discussion

The proposed exercise aimed at training communication management skills of CI
stakeholders and strengthen the cooperation capability of the CIP community,
by engaging participants in discussion. We could observe that participants were
stimulated by the exercise to express their point of view, acknowledge variety,
and achieve a mutual understanding of an issue, regardless of their background.
It can be said that the exercise encourages CI stakeholders to cultivate a shared
mental model, which may positively inﬂuence performance [17]. Moreover, the
exercise was general enough to stimulate the participants who did not belong
strictly to the ICS security community (i.e. telecommunication sector), who in
turn were satisﬁed by the acquisition of new knowledge. In conclusion, the unique
experience of the exercise was appreciated by the CIP community.
As to the limitations of the current study, the evaluation of the pilot exercise
was based on a subjective analysis. However, the overlap (‘sharedness’) of mental models can be explored using network analysis [18]. In future studies, the
employment of objective evaluation techniques will be taken into consideration.
3.4

Future Work: “ICS-SIRT” Exercise

Based on consultation with the exercise participants, we realised that most
organizations in the ICS ﬁeld are not endowed with a tailored cyber incident
procedure yet, and current incident management systems in the industry often
miss coordinating capabilities. On the other hand, IT security organizations have
adopted the Cyber Security Incident Response Team (CSIRT) as a common measure against cyber attacks. CSIRT is a team of IT security experts whose main
duty is to mitigate, prevent, and respond to computer security incidents [19].
With the same philosophy, we believe that an ICS Security Incident Response
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Team (ICS-SIRT), a team of ICS security experts, should be devised. In this
context, the incident management structures proposed by the exercise participants reﬂect the possible communication structure of ICS-SIRT. Indeed, they are
independent from the speciﬁc characteristics of CI sectors, which makes them
suitable for any type of organization. Each organization would establish its own
ICS-SIRT, which has a consistent communication structure across sectors and is
connected with ICS-SIRTs of other organizations, strengthening the horizontal
cooperation among CI stakeholders.
Future studies will explore the possibility of expanding the proposed exercise towards the development ICS-SIRT inside the organizations aﬃliated with
Nagoya Institute of Technology.
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